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Summary

Scanning

During the scanning stage of this initiative, a specific type of Sextortion was examined. Sextortion
referred to within this initiative is webcam enabled blackmail where the victim is recorded performing
a sexual act and those images are subsequently used to blackmail them for money.

Scanning showed that there had been a significant increase in recorded offences in County Durham of
some 537% between 2018 and 2022.

Analysis

In order to fully understand the problem, analysis was key to discover the root cause of the problem.
Using the problem analysis triangle, the victim, offender and location were profiled in order to gain a
greater understanding of the problem and why it was occurring.

Analysis showed these offences predominantly effected males between the ages of 17-29yrs (60% of
victims) and that 71% of cases involved Instagram/Facebook.

Response

Using the results from data and information obtained in the scanning and analysis stage, a bespoke
response plan was devised. The response plan included the following actions —

e Review and refresh force internet advice.

e Review and refresh how police triage calls reporting offences and allocation of investigation.

e Development and implementation of online safety advice within schools/colleges.

e Atargeted paid for media campaign on Instagram/Facebook.

e General media campaign using Force Social media platforms — X, Instagram, Facebook and
YouTube.

Assessment

Over 3000 pupils between 10-18yrs old were visited from across the Counties schools and colleges
and were empowered with crucial advice around how to ensure their safety online.

The media and poster campaigns reached a wide audience as well as targeting the identified group of
victims. This included —

e 154,000 impressions on FB/Instagram. Impressions are a social media metric that measures
the number of times a piece of content has been seen by users.

e 91,000 reach/views across all platforms. On social media, a reach is the total number of
unique users who see content in the feed.



e Press release to Huffington Post/Yahoo/MSN news who had combined total audience of
51million. This press release advised that Durham Constabulary had seen an increase in
Sextortion offences, what to do if you are a victim of Sextortion and signposted victims to
help.

This targeted activity resulted in an 11% reduction in recorded offences over the course of the
campaign year ending 2023. Whilst 11% seems a small amount, this is a huge improvement when
considering Sextortion offences had increased by 537% between 2018 and 2022, prior to the
implementation of the Sextortion initiative.
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Description

Scanning

Sextortion is an Umbrella term for several offences, including computer fraud, online child sexual
exploitation, romance scams, revenge porn and phishing emails.

Sextortion referred to within this initiative, however, is webcam enabled blackmail where the victim
is recorded performing a sexual act and those images are subsequently used to blackmail them.

Scanning of the Force recording systems showed that there had been a significant increase in recorded
offences in County Durham of some 537% between 2018 and 2022 (37 recorded offences in 2018 v
199 at the end of 2022).

Force recording systems also revealed offences were mainly committed by overseas criminals E.g. 41%
originate in Ivory Coast/Nigeria. This type of sextortion was seen as ‘low risk, high gain’ business
model by offenders given most sit outside of traditional UK law enforcement jurisdictions.

Sextortion offences of this nature had low outcome rates, mainly due to the fact that offenders are
hard to trace, with only 3.4% positive outcome rate nationally again this is driven by the offenders
being outside the reach of traditional UK law enforcement.

Analysis

In order to fully understand the problem, analysis was key to discover the root cause of the problem.
Using the problem analysis triangle, the victim, offender and location were profiled in order to gain a
greater understanding of the problem and why it was occurring.

Victims —

90% of victims were male. 60% are between the ages of 17-29yrs old. Young adolescent males are
therefore more likely to be susceptible to this type of offence because of the way the offender gains
the confidence of them by contacting them with friend requests or direct messaging on social media
sites and attracting them by having a profile purporting to be from an attractive female. When the
victim accepts any friend request or responds to the DM then the chat quickly moves onto
FB/Instagram and becomes sexualised (71% of offences were moved onto/committed on
FB/Instagram).



The males are duped into conversation with bots or persons purporting to be attractive females who
exchange messages with the victim and who then encourage the victim to send images of an explicit
nature. Once the image has been sent the receiver will contact the victim threatening to release the
image/s to friends/family within their contact list, essentially blackmailing the victim.

The victim then either sends the demanded amount of money to the receiver so that the images will
not be released, and the victim will then not be exposed or refuse to pay. Our analysis showed that
25% of victims paid the demand of which 25% of those had their images released/circulated in any
case and that of the 75% who didn’t pay only 30% had their images circulated.

In some severe instances, cases are known to result in suicide. This is believed to be caused by the
victim feeling isolated and embarrassed resulting in a reluctance to seek support.

Recorded offences in Durham showed a 537% increase in recorded offences over five years, with little
success rate in catching offenders.

Of the male victims:

e 10% were less than 17 years old.
e 60% were between 17 and 29 years old.
e 20% were over 29 years old.

Offenders —

From information obtained from victims, offenders target the said group of males in hope of receiving
an economic gain from blackmailing the victims. The offenders are mainly based overseas and outside
the reach of traditional UK law enforcement and sometimes work in groups who target multiple
victims on a daily basis.

Offenders will continue to operate in this manner knowing that they can achieve their objective with
a very slim chance of being caught.

Location —

This is a worldwide network, it is understood that individuals/groups are known to operate and
originate overseas with the Ivory Coast, Nigeria and the Philippines represented in quantity in the
sample. But enquiries show that many other nations including the USA, India and Kenya amongst

others are also home to offenders. This makes the targeting of offenders difficult as many sit outside
UK law enforcement jurisdiction.

Response

A bespoke response plan was created using information obtained in the scanning and analysis stages
of O’SARA. The response plan needed to achieve the objectives of the initiative, namely -

e To raise awareness of sextortion and prevent future victims.

e To educate potential victims on what to do if they do fall victim to sextortion.



e To support educational work being carried out within schools and colleges to raise awareness
of sextortion.

e To reduce demand placed upon the force in relation to sextortion and the work involved in
recording and investigating such crimes (reduce workload on call handlers, CID teams etc).

To achieve these objectives the plan focussed on educating victims and potential victims. The
following was undertaken -

e The ‘She’s a 10 but....” targeted media campaign consisted of posters and a video and was
aimed at young men, who analysis had identified were most likely to fall victim to this offence.
Images from the campaign can be seen in Appendix A. The campaign was based on the
popular ‘She’s a 10 but...." trend on X (formerly Twitter) and Tik Tok in which someone is rated
a 10 but then a quality is identified that is deemed to make them look less attractive. The aim
was to capture the attention of our target audience, young men, by using something that was
relevant to them, and then deliver the crime prevention message. The video was shared
across social media platforms mostly used by victims, in two different posts — one was an
organic post, i.e. one that was not paid for, and another paid-for post in which we could
specifically target our target demographic, which was young men who lived in County Durham
and Darlington. Some victims were also lured in on dating websites, so we also targeted
people who had said they had an interest in dating websites, and some who were students.
The video and accompanying words gave people advice on what sextortion was, what to do if
it had happened to them, and directed them to an updated advice page on our website.

e £500.00 funding was obtained from the Office of the Police and Crime Commissioner (OPCC)
to pay for social media advertising. This was extremely good value for money as a relatively
small amount of funding was obtained for a tactic that would be far reaching and could
potentially have a massive impact on this problem.

e Incorporate into existing educational packages delivered to schools with assistance of the
police Cyber Protect Team. Presentations were delivered in educational settings, advising
what sextortion is, what are the warning signs and what to do if you or someone you know
are a victim of sextortion.

e Engagement with partners such as education with regards to the school/college input, the
NCA to help inform their longer-term development of a strategy to combat the problem and
the Durham and West Mids anti-slavery network to help raise awareness.

e Update internal incident/crime recording processes to reduce demand places on frontline
investigators. Calls were screened and where it was suspected that the offender was based
overseas then providing there was no additional risks or safeguarding concerns for the victim
the matter would be recorded over the telephone. Where the offender was suspected to be
within UK it would be allocated to an investigator to progress. This had the effect of reducing
the demand placed on front line officers having to attend incidents where there was little
chance of identifying or bring to justice an offender.

e Poster campaign with Durham University - The She’s a 10 but.... posters were displayed around
the University. The posters helped to highlight the issue and signpost viewers who recognised
they were victims to agencies that could provide help and support.



e 28 educational establishments across the county have been visited, with a direct input
provided to more than 3,150 pupils aged between 10 and 18 years old.

e Video shared with national PCCs for Safer Internet Day on February 7.
e Campaign shared with national anti-slavery networks.
e Interest from national media.

e The NCA also identified Sextortion as a crime trend. As such, they wanted to implement a
consistent approach that could be implemented nationally. Durham Constabulary were
approached by the NCA to provide information on the campaign and delivered a presentation
around the Sextortion initiative, demonstrating the successful results of the initiative.

Assessment

The media and poster campaigns reached a wide audience as well as targeting the identified group of
victims, empowering potential victims by providing them with vital education around Sextortion
offences and ensuring they know what to do should they fall victim to the same. Noted below is the
number of impressions, reaches and engagements achieved by the media campaigns -

Organic Media Campaign (social media content published without paid promotion) -

Facebook video:
Impressions: 147,042 people
Reach: 82,609 people
Engagement: 10,642

YouTube video:
Views: 1,242
Likes: 26

Instagram video:
Impressions: 7,104 people
Reach: 5,320 people
Interactions: 155

Twitter post:
Views: 2,249
Engagements: 56

The Press release also issued to mainstream media, published by Huffington Post, Yahoo News, MSN
News and Chronicle Live with combined potential audience of 51,260,367.

Paid for targeted media Campaign -
This consisted of a Facebook video between January 13 and February 2, 2023. The target audience
were men who lived within a 21-mile radius of Durham City. Research found that victims were often

students and spent a lot of time on computers or other devices — we focused on these people too.

Results:



Total reach: 57,889 people (all men)
Total engagement: 40,709 people
Total number of ThruPlays: 10,964
Cost per ThruPlay: £0.02

Durham Constabulary’s average monthly recorded crime volume decreased by 16% between
December 2022 and May 2023 (six months after the campaign launched).

There was an overall reduction of 11% in offences by the end of 2023. This is depicted in the graph
contained in Appendix B. This halted and reversed 5 years of year-on-year increased recording of
Sextortion crimes and given the growth of online crime this should be seen as a positive result and
was very much unexpected.

All children who fall into the average victim demographic now receive an input on sextortion through
their educational establishment.

Overall, this was a low-cost campaign which resulted in reduced demand for frontline officers. Moving
forward, this initiative will continue to be utilised to further prevent incidents of Sextortion. It will
continue to be a targeted approached, based on findings from scanning and analysis. The key to
continuing the success of the Sextortion initiative remains continuously sharing the She’s a 10 but...
video and posters on social media, and educational work in order to empower potential victims by
providing them with vital education around Sextortion offences and ensuring they know what to do
should they fall victim to the same.
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Appendix A

Images from the She’s a 10 media campaign —
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Appendix B

Graph showing overall reduction of 11% in offences by the end of 2023.
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