Construction site security.
Summary

Demand reduction and safety on construction sites.
Scanning
•

Due to changes in Police priorities crime on construction sites has increased.

•

Through work on reducing crime in the built environment we realised the pre-build
environment was not considered.

•

Additional attention was drawn to the subject in London by partner agencies as well as
protests from tradesmen elsewhere in the country.

•

Whilst outside the standard threat/risk/harm profile attention was given due to the
impact on livelihood, the impact on other services and the potential for large scale
demand reduction.

•

Police crime figures and business liaison data formed a demand profile.

•

Crime data from the construction, plant hire, infrastructure and transport sector
completed police data and aimed to identify cost savings and reduce liability.

•

Fire Brigade data identified callouts identifying further costs.

•

Transport for London data identified other priorities such as freight movement, healthy
streets and improving traffic flow.

Analysis
•

Aside from direct costs of crime, the cost of delays, of unauthorised trespass
particularly where this resulted in serious injury and death and the cost to tradesmen in
terms of livelihood were considered.

•

Previously crime prevention advice was sporadic and inconsistent, resources reduced as
budgets and police numbers fell forming the main crime drivers. Factors involved in
trespass were often social media or protest related.

•

Numerous site visits, industry forums and social research were undertaken.

•

Behind this sat a business crime strategy focused on enabling businesses to protect
themselves.

Response
•

The goal therefore was to enable businesses to take action to protect themselves
resulting in a reduction in demand on police services. Broadly the police would not
commit dedicated or specialist responses to this.

•

Proactive and reactive measures were considered, as these invariably involve police
resourcing and funding these responses were discounted and a prevention response
was chosen as success had been achieved in similar circumstances through the Secured
by Design scheme.

•

We therefore focused on business led responses, close engagement with industry to
identify acceptability, cost and risk profile was required, confirmation of measures with
the partner agencies was required to ensure their priorities were not compromised.
Liaison with the physical security product industry was required in order to identify
products or to get products to market to fill gaps.

Assessment
•

Case studies were undertaken to provide a benchmark for likely crime reductions and
impact evaluated over a six month period. Notably from the site survey conducted with
partner agencies and staff on site no incidents were reported and other priorities were
not negatively impacted yet the measures improved their quality.

•

Following from this nationwide adoption of the Construction site security scheme
occurred reducing any risk of displacement and this process managed by the
Considerate Constructors Scheme an independent inspection body tasked with
improving standards in the construction industry.

•

This means a dedicated police resource is not required instead a response will occur
through specific tasking from the CCS.

Description

Scanning
In 2018, a construction site in Aldgate, central London was selected as a study site into an
holistic approach into construction site security and a way of reducing crime for the site and
surrounding area as well as cost reduction for the contractors and, by extension, the wider
community. Whilst carrying out the research for this project, I became aware that there was
no resource available for giving advice on crime prevention for construction sites. This
project forms item 1 in the appendix attached.

A study conducted in 2017 revealed that theft alone costs the UK Construction industry
£800M per year. I found references to security in various publications but these were
generally in the form of a single leaflet and only covered one or two small aspects of crime
prevention, which though useful, was not what I considered to be comprehensive, nor
suitable for all construction projects. Although initially my research was intended to be for a
single site in London, I quickly realised that there was scope for a much wider piece of work
that had potential for every site in the country. Due to the huge amount of money being lost
each year by the industry, I realised that the benefit of compiling a guide would have a
massive effect on the industry.

By speaking to various members of the industry, I quickly discovered that the monetary cost
was only one part of the problem. I began using the following hypothetical incident to
demonstrate the wide reaching impact of crime at a site. Using a real life example of an

incident where a drunk student had climbed over a hoarding, attempted to scale a crane
and tragically losing his life, I formulated the following example;
“When considering the location and placement of hoarding around building sites, make sure
to assess climbing aids and risks. Should a hoarding be placed next to a telephone exchange
box or other similar street furniture, it offers an easy climb aid into your site. Should a drunk
student, or simply a youth looking for adventure climb inside and, undetected, scale a crane
or other insecure tall aspect of the site and fall, the response would cost you a great deal of
time and money. The initial response when discovered would be, typically, a single Police
response vehicle. Should the incident be a fatality, the Ambulance service would be called
and the response would likely be a single crewed response vehicle. As is common on
construction sites, access is often difficult and potentially hazardous. Should this be the
case, the Fire Brigade would be called and potentially, specialist access teams required to
access the scene. A Police supervisor, in the case of the Metropolitan Police, this is likely to
be a Sergeant and probably also an Inspector. The investigation would then be passed to the
local Criminal Investigation Department (CID) whereby a detective would be assigned and
would attend. In time, a Detective Inspector would also attend. The Police Forensic Medical
Examiner would also be assigned. This is a Doctor employed by the Police and would be
used to assess whether the death is suspicious and also to pronounce life extinct. At the end
of the Police investigation, the scene would be handed over to the Health and Safety
Executive who would carry out their own, comprehensive investigation and would likely
investigate all security measures on the site and ascertain whether there was any likelihood
of fault at the hands of the construction firm running the site. All of these investigations are
likely to last, conservatively, a week. During this time, the site will be closed and deadlines
ultimately affected, which at the end of construction, are likely to incur financial penalties.

For a large construction firm, the time penalties are often factored in, but for small
contractors and on site sub-contractors, this is likely to mean loss of earnings for at least
two days while resources are moved around to other projects. In terms of traffic and
congestion issues, the first 24 hours are the most critical. With a minimum of five Police
vehicles, at least one Fire engine and one Ambulance Service vehicle, the likelihood of road
closures is high. In central London, the knock on effect of this is huge. Transport For London
will have to arrange bus diversions and spend time and money on making sure traffic service
announcements are made and social media is updated.”
This example has been very useful in demonstrating the wider reaching philosophy of
construction site security and why it is so important.

Analysis
I began researching the level of crime and types of typical crimes experienced on
construction sites and, using various Police recording and reporting indices began compiling
crime data to be used at a later date for crime level comparisons and also to demonstrate
the need for my guide. The original site used for the initial study served as a useful test
subject site.
By analysing crime data for London for the month of April 2018, I found there were
approximately 145 theft type crimes committed in and around construction sites. This figure
is a very conservative estimate as the current Metropolitan Police call receipt system does
not have a dedicated field for construction or building sites in the location field. With these
figures in mind, I looked at the Home Office white paper for crime costing figures and

demonstrated that the average cost for construction site theft, using the figures for Burglary
not in a dwelling, in one month across London is approximately £391,500. These figures are
shown in item 2 of the appendix.

The current methods employed for security across sites vary greatly from site to site and
from construction firm to construction firm. Most companies have their own guidance and
the majority of them are written as a response to an issue they have experienced in the
past. I found that in most cases, security measures are put in place, not by security
specialists, but by tradesmen already employed by the company. For example, when CCTV is
installed, most sites will utilise an electrical contractor who will normally place the cameras
where it is convenient to do so, rather than install a system according to a security need.
This approach appeared to be similar across the board, and was confirmed when I was
contacted by several major construction firms with their security plans.

With regards to financial costs not being the only cost, I spoke to several contractors and
sub-contractors who explained that when a site is closed down due to a major incident, they
often have incidents of workers arriving for work and being unable to work. They are often
forced to pay for their time in traveling to work, but most of these workers often have to
find alternative sites to work on in a short space of time. This is often very difficult to do and
can lead to people being unable to work, and ultimately, not being paid. This, coupled with
the industry wide issue of theft of tools and plant poses a wide reaching social problem.
Construction workers often find it difficult to insure tools due to the amount of theft on a

site across the country. When a small sub-contractor loses his tools, this can mean his
means of providing for himself and his family is gone.

Response
My response to this problem was to compile a guide to be handed to major construction
companies, contractors and sub-contractors and indeed, any person who relies on the
construction industry for their income. This to include, but not limited to; demolition, plant
and tool hirers, construction and its many strands and also security companies specialising
in construction.
The following is the first edition of my Construction Site Security guide;

1.

Hoarding

1.1.

Consideration should be given to the placing of the hoarding at an early stage. Sharp,
hidden corners should be avoided on both internal and external corners. Smoothing
out of hoarding by using obtuse angled boards helps prevent loitering and anti-social
behaviour due to the increased natural surveillance. This will also have the effect of
reducing the attractiveness of the site to rough sleepers.

1.2.

Blind alleys should be avoided to prevent hiding places for potential offenders.

1.3.

Hoarding often needs to be placed in such a way that street cabinetry will be
positioned flush against the side of the hoarding. If this is the case, in order to prevent
steps to gain unlawful access to the site, using a sheet material such as plywood to
create a smooth transition into the hoarding will eliminate footholds.

1.4.

Angled extensions or “fans” fitted to the top of hoardings make climbing more difficult
as well as reducing problems with litter or other materials being thrown over
hoardings.

1.5.

Existing street furniture should be considered when installing hoarding. Care should
be taken not to install hoarding in such a way that existing street furniture becomes a
climbing aid to gain access to the site.

1.6.

Hoarding should be 2.4 metres high and of sturdy construction. Painting hoarding a
light colour can make the development a more attractive place to pass by, particularly
at night.

1.7.

A regular maintenance program to clear any graffiti off the hoarding should be
employed.

1.8.

It is good practice to maintain a clear zone adjacent to hoarding and fencing to prevent
climbing aids.

1.9.

When putting in pedestrian and vehicle entrances for the site, care should be taken
not to create climbing aids when installing lock mechanisms. Often, a hole will be cut
out of the plywood hoarding for the locking bar to be accommodated and this then
creates a useful step for unauthorised access to the site.

1.10. Ensure building materials or any other items are not stacked up alongside hoardings
or fencing as doing so creates a climb risk into the site.

2.

Doors and Gates

2.1.

Entrances to the site should be kept to a minimum to make it harder for unauthorised
people to gain access and for easier management of access.

2.2.

24/7 Security guards will prevent the casual or opportunistic thief. This, in
conjunction with a fixed security post allows for greater control in and out of the
site. A management strategy for visitors and contractors sign-in will ensure only
people entitled to be on site are.

2.3.

Pedestrian access to the site should be controlled. This could be via security guards
with a signing in system or by electronic access control systems such as PIN codes,
electronic fobs or cards, biometric devices or a combination of these.

2.4.

Turnstiles are a good way of controlling access to a site. Particularly when paired to an
electronic access control system.

2.5.

Gates should be constructed so as not to have any gaps underneath them nor be easy
to climb.

2.6.

Locking systems and gates should be constructed to prevent easy access from outside.
Shrouding locks and chains with a locking plate will achieve this.

2.7.

Hinges on gates should be designed to prevent the gate from being lifted. This can be
achieved easily by welding a plate or nut onto the hinge pins.

2.8.

Gates should be protected by a good standard of lock. The Sold Secure Gold Standard
is the Police preferred standard for padlocks and chains for construction sites.
Alternatively, an electronic, battery operated closed shackle system is available via the
Secured By Design Website.

2.9.

Chains should be of an appropriate length, not excessively hanging down and the
majority of the chain should be on the secure side of the gate.

3

Site Offices

3.1

Site offices should include protection from arson as well as burglary. Steel construction
with security doors, multiple locks and window shutters secured from inside will assist.

3.2

An adequate level of cyber security, coupled with physical security in site offices, will
help prevent cyber-crime to the company and offers data protection to payrolls and
personal data.

3.3

Restrict access to keys. Consider using a key safe and a system for signing keys in and
out.

3.4

Issuing of security passes and a policy of challenging anyone not wearing one, creates
an

atmosphere of vigilance from everyone on site.

4

Lighting

4.1

Lighting is often a deterrent to site intruders as well as assisting security patrols and
making the area feel safer at night.

4.2

Hoardings should have a uniform lighting level on the exterior in order that the entire
perimeter of the site is suitably illuminated to avoid areas of high contrast.

4.3

Lighting on the outside of the hoarding should be tamper proof and a maintenance
schedule should be implemented in case of any damage.

4.4

Interior lighting should ensure that all entrance and exits points are well illuminated.

4.5

Wiring for site lighting should only be accessible to authorised personnel. This is
particularly important for bulkhead style lights employed on the exterior of the
perimeter hoarding.

4.6

Exposed lighting cables should be enclosed in a steel conduit.

4.7

An interference detection circuit connected to an alarm will also help with
maintenance. In any case, security lighting systems should be routinely inspected and
maintained.

4.8

Should recesses or hidden points exist, these should have particular attention paid to
them with lighting and mirrors to increase visibility.

5

CCTV

5.1

CCTV on a site is a good deterrent provided it is used and installed correctly. The office
of the CCTV Information Commission offers guidance on the subject.

5.2

CCTV cameras should be positioned to achieve recognition quality and should be
positioned in such a way that site lighting does not interfere with picture quality.

5.3

CCTV footage can be recorded and monitored on site or from a remote location and
this should be considered as part of a larger security plan.

5.4

Site security lighting should complement CCTV. Ensure that lighting does not create
“white out glare”.

5.5

Infrared operation or low light operation should also be considered.

5.6

There are several portable CCTV systems available and these often work well for
construction sites. They are easily moved so as the site progresses and the CCTV needs

change, these systems can change with the site. If these systems are to be used, the
company providing them will advise on the built in security products and systems.

5.7

For a large site, consider an Automatic Number Plate Reader (ANPR) enhancement to
the CCTV system. This is an effective way to manage vehicles coming onto site and
monitoring any unauthorised vehicles that may attempt to enter.

6

Plant and Tools

6.1

All vehicles and plant should have ignition keys removed, and if possible, immobilised
at the end of each day.

6.2

Consider recording all Vehicle Identification Numbers (VIN) as well as chassis and
engine numbers for all vehicles.

6.3

The National Plant and Equipment Register (TER) record details of members’ items,
making it easier to return stolen items once recovered.

6.4

Consider using a fuel tank alarm on fuel stores. The Secured by Design website has a
list of companies offering products.

6.5

Any electrical infrastructure that could be utilised to commit thefts to be disabled at
the end of each working day. This includes generators and transformers used to
power cutting tools.

6.6

Internal signage encouraging all contractors and personnel on site to mark their tools
helps protect smaller tools and items. Postcode marking, painting tools an unusual
colour as well as covert methods such as permanent marking inside drill housings
make it easier to return stolen items.

6.7

Traceable liquids can be utilised for property marking.

6.8

If tools are to be left on site overnight, consideration should be given to using tool
safes, or other high security storage sheds.

6.9

New technology advances in smart tools make it easier to secure small power tools.
Tracking chips and internal security systems that render the tool inoperable by
anyone other than the authorised user are now available.

7

Urban Explorers

7.1

Urban Explorers are a group of people who explore urban structures such as
abandoned sewers or underground railways or the roofs of skyscrapers.

7.2

The following is a non-exhaustive list of things to consider with regards to identifying
Urbex.
•

Individuals or groups looking for access points (perimeter fences, doors, access
panels or vents).

•

Individuals or groups emerging from drains or buildings after dark.

•

Carrying day sacks / rucksacks to hold their camera equipment as well as access
equipment (bolt cutters, skeleton keys, lock picks, ropes etc.).

•

Possession of a Drone.

•

Known to wear hi-visibility clothing to look official.

•

They generally operate during hours of darkness but will often carry out
reconnaissance during daylight hours.

•

They are security aware and have been known to distract security staff multiple
times until they stop responding before entering locations.

•

Known to befriend security to gain access without site owners’ knowledge or
permission.

•

Will try to talk themselves out of trouble when stopped, saying ‘only taking photos’.

7.3

Participants have caused damage to gain entry to sites and on some occasions have
suffered serious injuries and in at least one case, death. The disruption to
construction sites should this happen are severe and can lead to lengthy
investigations which will ultimately incur high cost.

7.4

Cranes should be adequately protected. Rather than a large perimeter fence which
tends to have materials and equipment stacked up against it, consider using a weld
mesh fence of at least 3m high around the base of the crane mast, with a solid door
and access control system protecting it.

7.5

Anti-climb paint in vulnerable areas, particularly any place where a climbing rope
could be utilised will put off an Urbex. Anti-climb paint will cause considerable
damage to expensive climbing ropes and make it unlikely that the Urbex will use the
same rope again.

7.6

Traceable liquids are a common crime prevention method. There are various
products which will transfer onto offenders and the warning signs are very effective
at crime prevention.

8

General Advice

8.1

A culture of challenging anyone on site who should not be there, or does not have
the correct ID is a simple method of monitoring who is on site.

8.2

All security personnel working on site must be SIA certified and briefed on any
particular issues a site has.

8.3

Report suspicious behaviour to security or Police and report any thefts immediately.

8.4

Display warning notices of security measures to put off opportunist thieves.

8.5

Valuable building materials should be stored securely and protected by CCTV,
security patrols and intruder alarms.

8.6

When nearing the completion of projects, special attention should be paid to the
security of white goods, boilers and kitchen/bathroom suites.

8.7

Scaffolding, in particular towers and ladders should be kept secured when not in use.
Scaffolding is often utilised as a climbing aid.

8.8

For any further information on Police accredited security products, visit the Secured
By Design Website.

The methods listed above are not exhaustive. As mentioned previously, my intention has
always been to treat the guide as a “living document” that is designed to be updated as
crime trends evolve and technological advancements occur. I was very mindful not to
include examples of specific products to ensure my guide was impartial and stood up to
scrutiny around its impartiality.

Assessment
The initial response for the guide was extremely positive. I under-estimated the industries’
need and acceptance of a project like this. In terms of data, it has been difficult to collate at
the time of writing, although the crime figures for the initial study site at Aldgate have
shown a 40% reduction in crime and anti-social behaviour reported. I have judged the
success of the guide on the number of companies and scale of interest in it. I approached a
scheme called The Considerate Constructors Scheme. This scheme has for some years been
the standard for many large scale construction projects across the UK and concentrates on
several strands, referenced under item 3 in the appendix.
Care About Appearance
Respect the Community
Protect the Environment
Secure Everyone’s Safety
Value Their Workforce

Within these strands are several sub strands which each member company must adhere to
in order to be awarded a considerate constructors scheme certificate for their project. I
contacted the scheme with a view to including security as a sub-strand. The response was
very positive and the scheme have agreed to my guide being included within their best
practice hub with a long term goal of inclusion into the scheme as its own sub strand within
the Secure Everyone’s Safety heading.

The assessment, like all problem solving processes is an ongoing one with my vision for the
future to include security in every construction site and development in the United
Kingdom.

Agency and officer information:

Project team;
Police Constable James Smith
Police Sergeant Matt Coe
Michael Barrett MBE

Project Contact;

James Smith
Police Constable, Designing Out Crime Officer
South East Design Out Crime Team,
Room 3.18 Bromley Police Station
Bromley High Street
Bromley
BR1 1ER
Tel: 07825110100
Email: James.Smith4@met.police.uk

Appendices

Item 1
Construction Crime Impact Statement; Michael Barrett MBE 2018

Item 2
United Kingdom Home Office report into cost of crime, June 2018

Item 3
Considerate Constructors Scheme strand format;

Care about Appearance
Constructors should ensure sites appear professional and well managed

•

Ensuring that the external appearance of sites enhances the image of the industry.

•
•

Being organised, clean and tidy.

•

Raising the image of the workforce by their appearance.

Enhancing the appearance of facilities, stored materials, vehicles and plant.

Respect the Community
Constructors should give utmost consideration to their impact on neighbours and the public

•

Informing, respecting and showing courtesy to those affected by the work.

•

Minimising the impact of deliveries, parking and work on the public highway.

•

Contributing to and supporting the local community and economy.

•

Working to create a positive and enduring impression, and promoting the Code.

Protect the Environment
Constructors should protect and enhance the environment

•
•

Identifying, managing and promoting environmental issues.

•

Minimising the impact of vibration, and air, light and noise pollution.

•

Protecting the ecology, the landscape, wildlife, vegetation and water courses.

Seeking sustainable solutions, and minimising waste, the carbon footprint and resources.

Secure everyone’s Safety
Constructors should attain the highest levels of safety performance

•
•

Having systems that care for the safety of the public, visitors and the workforce.

•

Having initiatives for continuous safety improvement.

•

Embedding attitudes and behaviours that enhance safety performance.

Minimising security risks to neighbours.

Value their Workforce
Constructors should provide a supportive and caring working environment

•

Providing a workplace where everyone is respected, treated fairly, encouraged and supported.

•
•

Identifying personal development needs and promoting training.

•

Providing and maintaining high standards of welfare.

Caring for the health and wellbeing of the workforce.

